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Overview

* µ˝ žЙ₣ ûĆ˝ ЙžÈЙx µ´ Ý˘ µЙÈ˘ Й5 ‚ û™€µЙ@∙ û»€Йx ûøµ¿ Ýû˘ ±˝

* µ˝ žЙ₣ ûĆЙžÈЙÝ˝ µЙ� HЙžÈ±ûĆ



Cybersecurity Recent Attacks



Do We Really Need To Go 
Through All This?

+Ć™µ˘ûžžû´ ÿµ˘˝ Йûžžû´ ÿЙ¿ È¾µ˘‚ ∙ µ‚ žЙ
∙ È˘µЙž≈û‚ Йû‚ ĆЙÈž≈µ˘Й»‚ ±Ý˝ ž˘ĆО

 ΗΗק ЙÈøЙ́Ć™µ˘ûžžû´ ÿ˝ Йžû˘¿ µžЙ∙ Ý‚ »́ »̂ û€»ž»µ˝ О

 ^ È˘µЙž≈û‚ ЙΛΒק ЙÈøЙ̆û‚ ˝ È∙ ₣ û˘µЙûžžû´ ÿ˝ Йžû˘¿ µžЙ
˝ žûžµЫ€È´ û€Й¿È¾µ˘‚ ∙ µ‚ žО

 _ ûž»È‚ Й̋žûžµ˝ Йµ˝ ˆ µ´ »û€€ĆЙ€»ÿµЙžÈЙžû˘¿µžЙ
∙ Ý‚ »́ »̂ û€»ž»µ˝ О

 � ´ ´ µ˝ ˝ ЙžÈЙÝ̋ µ˘Й́˘µ±µ‚ ž»û€̋ Й́È‚ ž»‚ Ýµ˝ ЙžÈЙ»‚ ´ ˘µû˝ µО

 Eû´ ÿµ˘˝ Й́È‚ ž»‚ ÝµЙžÈЙµş ˆ €È»žЙ̋Èøž₣ û˘µЙ
¾Ý€‚ µ˘û™»€»ž»µ˝ Йû‚ ±ЙÈÝž±ûžµ±ЙÈˆ µ˘ûž»‚ ¿ Й̋Ć̋ žµ∙ ˝ О

 +Ć™µ˘Йž≈˘µûžЙ±µžµ´ ž»È‚ Й≈û˝ Й™µ´ È∙ µЙûЙ™»¿ ¿µ˘Й»̋ ˝ ÝµО



OK, I get it – but 
what can I do?



• Centralized user management through a single admin 
console for all users, devices, and applications

• Quick onboarding and offboarding of employees with 
automated account provisioning and deactivation

• Easy password resets, MFA enforcement, and security 
policy management to improve account security

• Simplified management of email groups, shared drives, 
calendars, and collaboration tools

Google Workspace User Management



5 ∙ ˆ €ÈĆµµЙ� ₣ û˘µ‚ µ˝ ˝ Йû‚ ±Й~˘û»‚ »‚ ¿

� ‚ ž»Яx ˆ û∙ Ы5 ∙ û»€Й? »€žµ˘»‚ ¿ ЙйΖ˘±Йq û˘žĆЙe ˆ ž»È‚ ˝ Й� ¾û»€û™€µк

x ´ û‚ ЙX»‚ ÿ˝ ЙÈ˘ЙH∙ û¿ µ˝ ЙйΖ˘±Йq û˘žĆЙe ˆ ž»È‚ ˝ Й� ¾û»€û™€µк

^ Ý€ž»Яøû´ žÈ˘Й� Ýž≈µ‚ ž»́ ûž»È‚ ЙбЙ@ÈÈ¿ €µЙ� Ýž≈µ‚ ž»́ ûžÈ˘Й

x ž˘È‚ ¿ Йq û˝ ˝ ₣ È˘±
• 12 – 16 Character Password. Unique from all other passwords.

• Additional Authentication – Push Notification, 6 Digit Code

• Blocking known bad emails, Reporting spam

• Gmail automatically scans these. Be cautious before clicking on attachments, links, or images

• Enrolls Users in Security Trainings. Sends fake phishing emails to test users

x q ?Ы1 VĤ Ы1 ^ � t +Йxµžž»‚ ¿ ˝
• Protects your organization’s email domain from spoofing, phishing, and email fraud while 

improving email deliverability and trustworthiness

Ways to Protect and Secure Gmail / Google Workspace



xÈÝ̆ ´ µ˝ РЙ≈žžˆ ˝ РЫЫ₣ ₣ ₣ О∙ »́ ˘È˝ ÈøžО́È∙ Ы̋µ´ Ý̆ »žĆЫ™€È¿ЫΕΒΔΝЫΒΜЫΕΒЫÈ‚ µЯ̋ »∙ ˆ €µЯû´ ž»È‚ ЯĆÈÝЯ́ û‚ ЯžûÿµЯžÈЯ̂ ˘µ¾µ‚ žЯΝΝЯΝЯ̂ µ˘´ µ‚ žЯÈøЯû´ ´ ÈÝ‚ žЯûžžû´ ÿ˝Ы

q µ˘Й̂ »́ ˘È˝ ÈøžР q µ˘Й� ˘µžµР

ΝΝОΝק
ÈøЙû´ ´ ÈÝ‚ žЙ

´ È∙ ˆ ˘È∙ »̋ µЙûžžû´ ÿ˝ Й
´ û‚ Й™µЙ™€È´ ÿµ±Й™ĆЙ̂ ? � Й

ΝΗק
ÈøЙ̆û‚ ˝ È∙ ₣ û˘µЙ

¾»́ ž»∙ ˝ Й»‚ ¾µ˝ ž»¿ ûžµ±Й
±»±Й‚ ÈžЙÝ̋ µЙ̂ ? � Й

Don’t Believe Me?



Do you have your .GOV ?

VC3 has migrated and supported many organizations migrate from a .com Domain to .GOV

Visit get.gov And Enroll Today!

.GOV only available to U.S. 
Based Organizations

Cybersecurity and 
Infrastructure Security 
Agency (CISA), verifies and 
manages all .GOV 
domains.

Federal, state, local, and 
other publicly-controlled 
entities are eligible for 
.GOV (FREE)

Grant Funding 
Opportunities require a 
.GOV

https://get.gov/






How Municipalities Are Utilizing AI

^ Ý‚ »́ »̂ û€»ž»µ˝ Йû˘µЙ»‚ ´ ˘µû˝ »‚ ¿ €ĆЙ€µ¾µ˘û¿ »‚ ¿Йû˘ž»ď́ »û€Й
»‚ žµ€€»¿µ‚ ´ µЙй� HкЙžÈЙµ‚ ≈û‚ ´ µЙµą ´ »µ‚ ´ ĆПЙ»∙ ˆ ˘È¾µЙ̋µ˘¾»́ µ˝ ПЙû‚ ±Й
û±±˘µ˝ ˝ Й¾û˘»ÈÝ̋ Й́≈û€€µ‚ ¿ µ˝ О

 qÝ™€»́ Й̋ûøµžĆЙû‚ ±Йµ∙ µ˘¿ µ‚ ´ ĆЙ̆µ˝ ˆ È‚ ˝ µ
 è ûžµ˘Й∙ û‚ û¿µ∙ µ‚ ž
 è û˝ žµЙ∙ û‚ û¿µ∙ µ‚ ž
 É˘™û‚ Й̂€û‚ ‚ »‚ ¿Йû‚ ±Й±µ¾µ€Èˆ ∙ µ‚ ž
 t µ˝ »±µ‚ žЙ̋µ˘¾»́ µ˝
 ~˘ûą ´ Й∙ û‚ û¿µ∙ µ‚ žЙû‚ ±ЙÈˆ ž»∙ »̄ ûž»È‚
 5‚ µ˘¿ĆЙµą ´ »µ‚ ´ Ć
 x ∙ û˘žЙ»‚ ø̆ û˝ ž˘Ý́ žÝ̆ µЙ∙ û‚ û¿ µ∙ µ‚ ž



AI Best Practice
1. Establish an AI usage Policy Internally:

• Define what employees can and cannot upload.
• Create approval processes for legal, HR, compliance, and security documents.
• Train staff on prompt hygiene and data handling.

2. Remove or Anonymize Sensitive Data before Uploading: 
• Customer names
• Employee information
• Financial account numbers
• Contracts
• Trade secrets
• API keys, passwords, or credentials
• Regulated data (CJIS, HIPAA, PCI, export-controlled, etc.)

3. Verify Outputs:
• AI can introduce inaccuracies or omit important context.
• Human review is required for legal, financial, compliance, or executive-facing material. (REALLY EVERYTHING)



How Municipalities Are Adding AI

è ≈ûžЙ� HЯ̆ µ€ûžµ±Й»‚ ¾µ˝ ž∙ µ‚ ž˝ Й̋≈ÈÝ€±Й∙ ĆЙ
∙ Ý‚ »́ »̂ û€»žĆЙ™µЙ̂€û‚ ‚ »‚ ¿ ЙÈ‚ ХЙ
 X»́ µ‚ ˝ »‚ ¿ЙøÈ˘Й� HЯ̂ È₣ µ˘µ±Й̂ ˘È±Ý́ ž»¾»žĆЙžÈÈ€̋
 � HЯµ‚ ≈û‚ ´ µ±Й́Ć™µ˘˝ µ´ Ý̆ »žĆЙ∙ È‚ »žÈ˘»‚ ¿
 � HЯ±˘»¾µ‚ Й±ûžûЙû‚ û€Ćž»́ ˝ Й̂€ûžøÈ˘∙ ˝ Йû‚ ±Й±ûžûЙ¿È¾µ˘‚ û‚ ´ µ
 +≈ûž™Èž˝ Йû‚ ±Й¾»̆žÝû€Йû˝ ˝ »̋ žû‚ ž˝ ЙøÈ˘Й̆µ˝ »±µ‚ žЙµ‚ ¿ û¿ µ∙ µ‚ ž
 � HЙ»‚ žµ¿ ˘ûž»È‚ ˝ Й₣ »ž≈»‚ Йµş »̋ ž»‚ ¿ Й̋Ć̋ žµ∙ ˝
 xžûĄЙž˘û»‚ »‚ ¿ЙÈ‚ Й� HЙžÈÈ€̋ Йû‚ ±Й̆µ˝ ˆ È‚ ˝ »™€µЙÝ̋ µ
 q»€ÈžЙøÝ‚ ±»‚ ¿ЙøÈ˘Й� HЙÝ̋ µЙ́û˝ µ˝



How Municipalities Are Adding AI

� HЙ+ ≈µ´ ÿ€»̋ žР
 ^ »́ ˘È˝ ÈøžЙ+Èˆ »€ÈžЙ»‚ ´ €Ý±µ±Йû˝ Й̂û˘žЙÈøЙĆÈÝ̆ Й̂ »́ ˘È˝ ÈøžЙΖΚΙ Й
€»́ µ‚ ˝ »‚ ¿О

 � ‚ Й� HЯµ‚ ≈û‚ ´ µ±Й@HxЙžÈÈ€Йû˝ Й̂û˘žЙÈøЙĆÈÝ̆ Й@HxЙ̋Èøž₣ û˘µЙ
€»́ µ‚ ˝ »‚ ¿О

 � ±±»ž»È‚ û€Й́€ÈÝ±Й́È∙ ˆ Ýž»‚ ¿Йû‚ ±Й̋žÈ˘û¿µЙ́È˝ ž˝ Й̆µˉ Ý»̆µ±Й
žÈЙÝ̋ µЙ̋ˆ µ´ »û€»̄ µ±Й� HЙžÈÈ€̋ Йй̋ Ý́ ≈Йû˝ ЙøÈ˘Йž˘ûą ´ Йû‚ û€Ć̋ »̋ ЙÈ˘Й
₣ ûžµ˘Й∙ û‚ û¿µ∙ µ‚ žкО

 H‚ ¾µ˝ ž∙ µ‚ ž˝ Й»‚ Й≈»¿≈Я̋ ˆ µµ±Й™̆Èû±™û‚ ±ПЙď™µ˘ЯÈˆ ž»́ Й
‚ µž₣ È˘ÿ˝ ПЙΙ @ПЙû‚ ±Й‚ µž₣ È˘ÿЙ̆µ±Ý‚ ±û‚ ´ ĆЙ±ÝµЙžÈЙž≈µЙ€û˘¿µЙ
±ûžûЙž˘û‚ ˝ øµ˘˝ Й̆µˉ Ý»̆µ±Й™ĆЙ� HО

 1 ûžûЙ́€µû‚ Ý̂ ПЙ∙ û»‚ žµ‚ û‚ ´ µПЙû‚ ±Й∙ û‚ û¿ µ∙ µ‚ žЙ́È˝ ž˝ Й
й™µ´ ûÝ̋ µЙ� HЙ̆µˉ Ý»̆µ˝ Й́€µû‚ ПЙ̋ž˘Ý́ žÝ̆ µ±Й±ûžûкО

 ~˘û»‚ »‚ ¿ЙžÈЙ¿µžЙµ∙ ˆ €ÈĆµµ˝ ЙÝ̂ ЙžÈЙ̋ˆ µµ±ЙÈ‚ Й� HЙžÈÈ€̋ Йû‚ ±Й
˝ È€Ýž»È‚ ˝ О

 qû˘ž‚ µ˘˝ ≈»̂ ˝ Й₣ »ž≈Й¾µ‚ ±È˘˝ Й̂ ˘È¾»±»‚ ¿Й� HЙ̋È€Ýž»È‚ ˝ О
 +È˝ ž˝ ЙøÈ˘ЙÈÝž˝ »±µЙ́È‚ ˝ Ý€žû‚ ž˝ О



Questions?
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